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§170.302.v: Encryption when exchanging electronic health information

Provide EHR documentation that
specifies encryption and decryption
capabilities and identifies algorithm and
encryption key specifications used.

Provide details about when
encryption/decryption is used, algorithms
used, and key specifications.

Provide unique test data elements to be
used for the testing of this module only.

Provide identification of the technology
used to transmit electronic health
information over an encrypted and
integrity protected link.

Note: This Test Procedure does not
require the use of any particular
technology or algorithms, nor does it
dictate when an encrypted and integrity
protected link must be used for specific
types of data. The conditions under which
the link is used is determined by the user.

Provide details of the transmission
technology.

Provide a declaration of the external
system to be used for the testing of this
module.

1) The external system can either
be a receiving system specified by
InfoGard which is configurable to use
the transport technology of the EHR,
or a vendor-identified system capable
of receiving from the EHR.

2) If the InfoGard specified system
is used, the vendor must provide the
communication configuration
information necessary for
transmission.

3) If the vendor-identified system is
used, the vendor must provide a
description of how to configure and
use the system.

Provide a description of the external
system to be used for the testing of this
module and the configuration information
necessary.

Provide instructions on how to use the
EHR functions to:

1) Encrypt electronic health
information.

2) Decrypt electronic health
information.

3) Transmit electronic health
information to an external receiving
system using the Vendor-identified
encrypted and integrity protected link.

All functions listed must be tested.
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WorldVistA EHR System Provider Sending Encrypted Health Information Securely

s s.gnﬂ?-—ihgug%

WorldvistA EHR /VOE 1.0

m

You may =ign in with

| ACCESS CODE: VISTAIS#1#
f VERIFY CODE: #1#ISVISTA
Electronic Signature: VISTAIS#1

-

\/1 Access Code: Im « OK I
4 Yerify Code: X cCancel I

[ Change Verify Code

||Server: gtm “olurme: EHR |UCI: EHR |Por1: 0

Log Into CPRS

Patient Selection
Patient List Patients (&1l Patients) Brooks, Richard ]}
SSM: 15
" Mo Default OB May 16,1958 Cancel
" Providers " Clirics hale
" Team/Personal " Wards
" Specialies o4 Adamz, Thomas Robert Location: 3EAST
Allen Enic Gregary Room-Bed:  3p101-A
AllenJason Ryan
Anderzon,George Lewis
Anderson,J anet
Anderton Lars
Barnes. [ aniel
Black E dward SPECHC IN-LEPtn LOOKUP DY
Black.George
Brent Mora % Mone of the below
Brooks Maria = PHOME MUMBER [RESIDENCE]
Brooks. Richard ¢ DATE OFBIRTH
BrawnMark. Douglas
Burke Michael LI Save Patient List Settings I
Watifications
Info I Patient I Location I Urgency I Alert Date/Time I teszage
4 TN | 3
Process Info I Frocess Al I Frocess I Farward | Show Comments I Femove |

Choose a patient that has an email account on securemail.opensourcvista.net
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O 55L Error

X . ista.net/wvehr3-09/VistACom/index.ewd?token="T
C & openforum.opensourcevista.net/wve stACom/inde *token

The site's security certificate is not trusted!

You attempted to reach openforum.opensourcevista.net, but the server presented a certificate
issued by an entity that is not trusted by your computer's operating system. This may mean that
the server has generated its own security credentials, which Google Chrome cannot rely on for
identity information, or an attacker may be trying to intercept your communications. You should
not proceed, especially if you have never seen this warning before for this site.

I Proceed anyway ] [ Back to safety]

» Help me understand

() vistACom

C % hters//openforum.opensourcevista.net/wvehr3

BROOKS,RICHARD

SYED BOKHARI (328 Messages)

Jun 14, 2011 FROM: Nancy Anthraci... SUBJECT: Test of tcpdump

|
Jun 13, 2011 FROM: BOEKHARI, SYED SUBJECT: NON-VETERAN ADMISSION
Jun 13, 2011 FROM: BOEKHARI, SYED SUBJECT: NON-VETERAN ADMISSION
Jun 13, 2011 FROM: BOEKHARI, SYED SUBJECT: NON-VETERAN ADMISSION
Jun 13, 2011 FROM: WHITTEN, DAVE SUBJECT: INCONSISTENCY EDIT

|
Jun 13, 2011 FROM: WHITTEN, DAVE SUBJECT: NEW PATIENT ADDED TO SYSTEM
Jun 13, 2011 FROM: BOEKHARI, SYED SUBJECT: AUTO RECALC START/FINISH
Jun 13, 2011 FROM: BOEKHARI, SYED SUBJECT: NON-VETERAN ADMISSION
Jun 13, 2011 FROM: KING,MATTHEW M... SUBJECT: NON-VETERAN ADMISSION
Jun 13, 2011 FROM: BOEKHARI, SYED SUBJECT: AUTO RECALC START/FINISH

| * indicates a CCR/CCD attachment

This will take you to the page listing all of the emails for you . Click on the third item over in the
toolbar, i.e. CCR.
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(©) VistACom

C  f htars//openforum.opensourcevista.net/wvehr3
BROOKS,RICHARD
Send CCR to: Doctor  Patient

Continuity of Care Record

Continuity of Care Record
Date Created: 15, 2011 at 11:58 AM UTC-05:00
SYEDBOKHARIPHYSICIAN

FCE WorldVistA EHR/VOE1.0
To: RICHARDBROOKS (Patient)
Purpose: CEND PHR

Patient Demographics

Name Date of Birth Genderldentification NumbersAddress / Phone

RICHARDBROOKS 0101, 1956 MALE Home:
200 Roberts 5T
BIXBY, OKLAHOMAT74008

Alerts

pe Date: Code Description Reaction Source

Allergy 0607, 2011 418634005(SNOMED CT) Patient has an ALLERGIC reaction to ENALAPRIL. RASH  ONEDOCTORPhysician

Problems

pe Date Code Description Status Source
Problem 06 07, 414.01(ICD9CM) | Coronary Atherosclerosis of MNative Coronary Vessel Active/Chronic ONEDOCTORPhysician
2011
Problem 00.66(ICDICM) _ PTCA OR COROMNARY ATHER Active ONEDOCTORPhysician

| I I N N __
The latest CCR is displayed in real time. Click on the button in the upper right hand corner that
says “Patient”.

o . T U

C % bters//openforum.opensourcevista.net/wveh

BROOKS,RICHARD

J O V‘i stACo m_

Patient

Send CCR to: Doctor

Send CCR to the Patient

Continuity of Care Record

To: brooks.richard@securemail.opensourcey

Continuity of Care Record
Date Created: 15, 2011 at 11:58 AM UTC-05:00
SYEDBOKHARIPHY SICIAN

el WorldVistA EHR/VOE1.0 )

To: RICHARDBROOKS (Patient) Subject: Urgent: CCR Attached

Purpose: CEND PHR

Tt Message: This is a Continuity of Care Record.

This contains your latest results and a
summary of your record.
This email is private. Thank you

Send

Date of Birth Genderldentification NumbersAddress / Ph
RICHARDBROOKS 01 01, 1956 MALE

Alerts
I Type Date Code Description Cancel

| Allergy 06 07, 2011 418634005(SNOMED CT)  Patient has an ALLERGIC rea

Problems
Type Date Code

Description Status Source
Active/Chronic ONEDOCTORPhysician

Problem

Problem

| — B ——— —

Address the email to the patient in at the securemail.opensourcevista.net which will send the email
to a pop3 server which will deliver the message encrypted and signed to be picked up by the

patient. The email is delivered to the patient only with a login, certificates present and with the use
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of StartTLS and when the patient picks up his email, the event is logged.

(@) VistACom

C' | % prps: openfoirlimopemsourcevista.net wvehra
BROOKS,RICHARD
Send CCR to: Doctor  Patient

Continuity of Care Record

Continuity of Care Record

Date Created: 15, 2011 at 11:58 AM UTC-05:00
S SYEDBOKHARIPHYS},

WorldVistA EHRIVOE .
To: RICHARDBROOKS (P, Attention
= CENDIEHR Yourm

Patient Demographics
Date of Birth Genderldentification

RICHARDBROOKS ' 01 01, 1956 MALE

200 Roberts ST
BIXBY, OKLAHOMA74008

Alerts

Type Date Code Description ReactionSource

Allergy 06 07, 2011 418634005{SNOMED CT)  Patient has an ALLERGIC reaction to ENALAPRIL. RASH  ONEDQCTORPhysician
Problems

Type Date Code Description Status Source

Problem | 06 07, 414.01(ICDICM) | Coronary Atherosclerosis of Native Coronary Vessel Active/Chronic ONEDOCTORPhysician

201
oblem 00.66(ICDICM) _ FTCA OR CORONARY ATHER Active ONEDOCTORPhysician

Notification tha’rthe Email is sent.
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Ll © 66.206.177.87 : root
File Edit View Scrollback Bookmarks Settings Help

mail2:/var/mail# cat brooks.richard

From MAILER_DAEMON Sat Jun 11 09:27:47 2011

Date: Sat, 11 Jun 2011 09:27:47 -0400

From: Mail System Internal Data <MAILER-DAEMON@mailZ.openforum.opensourcevista.net>
Subject: DON'T DELETE THIS MESSAGE -- FOLDER INTERNAL DATA

Message-ID: <1307798867@mail2.openforum.opensourcevista.net>

X-IMAP: 1307746765 00QREEREAY

Status: RO

This text is part of the internal format of your mail folder, and is not
a real message. It is created automatically by the mail system software.
If deleted, important folder data will be lost, and it will be re-created
with the data reset to initial values.

From BOKHARI .SYED@WVEHR3@9.0PENFORUM.OPENSOURCEVISTA.NET Sat Jun 18 08:49:12 20811
Return-Path: <BOKHARI .SYED@WVEHR309.0PENFORUM. OPENSOURCEVISTA.NET>
X-Original-To: brocks.richard@SECUREMAIL .OPENSOURCEVISTA.NET
Delivered-To: brooks.richard@SECUREMAIL .OPENSOURCEVISTA.NET
Received: from mailZ.openforum.opensourcevista.net (localhost [127.0.0.11)
by mail2.openforum.opensourcevista.net (Postfix) with ESMTP id 8C7ABl@17E
for <brooks.richard@SECUREMAIL .OPENSOURCEVISTA.NET=>; Sat, 18 Jun 2011 08:49:12 -0400 (EDT)
Received: from gtm ([66.206.177.841])
by mailZ2.openforum.opensourcevista.net with SMTP ID 303
for <brooks.richard@SECUREMAIL.OPENSOURCEVISTA.NET>;
Sat, 18 Jun 2011 08:49:11 -0400 (EDT)
Received: from WVEHR3@S.0PENFORLUM.OPENSOURCEVISTA.NET (gtm [66.206.177.84])
by mail2.openforum.opensourcevista.net (Postfix) with ESMTPS id C95BO1017E
for <brooks.richard@SECUREMAIL .OPENSOURCEVISTA.NET>; Sat, 18 Jun 2011 ©8:49:10 -0400 (EDT)
Date: 18 Jun 2011 08:49:08 -0400 (EDT)
From: <BOKHARI.SYED@WVEHR30S.0PENFORUM.OPENSOURCEVISTA.NET>
To: brooks.richard@SECUREMAIL .OPENSOURCEVISTA.NET
Message-ID: <985.3110618@WVEHR309 . OPENFORUM . OPENSOURCEVISTA .NET=>
Subject: Urgent: CCR Attached
MIME-Version: 1.0
Content -Type: application/pkcs7-mime; smime-type=enveloped-data; name="smime.p7m"
Content -Transfer-Encoding: basetd
Content -Disposition: attachment; filename="smime.p7m"
Content -Description: S/MIME Encrypted Message

MIAGCSQGSIb3DQEHAGCAMI ACAQAxgQFhMI IBXQIBADBFMDEXL zAt BgNVBAMMINd2ZWnyMzASL mOw
ZW5mb3J1bS5veGVuc291lemNldmlzdGEUbmYOARABMHU/RIAwL0/ jZ/Ci0bI mMABGCSqGSIb3DQEB
AQUABI IBAEBL/MVLYWs1I rESVT r9ThgX+WUODgdGjunhNcgkRdcTaYzkDy5mBpBugPcTUKTETQQ2
MT750q0UFzkE9BfC5ch7WBE + 7Mg2wk j fDYN903wNieiG/D7uhwIKgbJEr r@2kZx13/569EMPpA+
EWUTQbz j dvSc8xe5hgRndR/ 4NQEX5IhWBVGAUDRGL a2k / 54bhLBLZmnD f531VegXi G2ZNCwVR5+Rm
SYNEBMZrZ+9TbDmwDVNEOLtUH2I InxJotwX7YNtBRFx7gszj Cpy77TpYPLss+1T3PFAIGBA0A] jp
uliVtwgVvYs62R3kGp3r2gngDrr21zgREGBIdkKRYHCRhScwgAY JKoZ ThveNAQeBMBQGCCQGSIb3

Email is encrypted and signed and stored by the Dovecot POP3 server on the local system
awaiting pickup with a TLS encrypted link to a mail client capable of handling StartTLS and keys
for decrypting. The mail is stored in

/var/mail/[Large File Named For the Intended Email Recipient]

S/MIME encryption is a two level process. The message is encrypted with
a secret key (aka session key) and the session key is encrypted with the
public key of the recipient.

By default the secret key encryption algorithm is 3DES. This can be changed to AES if required.
The reason why 3DES was choses for the default is that Windows XP only supports AES since
service pack 3 (SP3).

The public key encryption is done with RSA. The encryption strength of the public key encryption is
determined by the length of the public key. In this case it is 2048 bits. The encryption of outgoing
email an decryption of incoming email is done by Djigzo.
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Bookmarks Settings Help

|m6112:/var/mail# nano gplmail.txtl]
|

Cut and péste théiémail' into a texﬁile.

| E] 2 66.206.177.87 : root
File Edit View Scrollback Bookmarks Settings Help
GNU nano . File: gplmail.txt

ZNNCHZBS3YK FWNiUT f8pzUPCt 5dhYT1qJ81]geMidPVCnAt A0Jzg70ONruRLeUFol14XyUQQNTCII8
rCphvrVKS+dymi9J6ASCA+1Y rNvM+cyJ0066YyUSUHEFLdp2/ Ahc rXgef2BbeAQaGeqc 7t 51 miWrG
ymMEXxWGdJIEDIMbb8o3y rEyCTXVeSK+WHmDWt cUMH+talLDxZIghyFVL fglUVitGEalTXo97wecJelbb
BpVT fPZ5IB4jT3nhgd3x5H2Ne45pd 6BANFRxnaWVKkIB+ /Bu9e551bnEoNcOJPiTgRYHpy8t A1/ JC
Vg39DW2 jPm8VJIGDN+9gX4FOiwDhUWD56huaEoX161AXpt teFmpl IkUPGwgli3ZVSUHMMT X8K+1 jp
ptgheoWgD jDT3GpVVaXwwil 1TFNZ3n0TRz jwk 7 TywBeMT A+hchPFdFTwTodtYOblooQwX1lzmr3m+r
+79t hMmHxDmLKUVWRRY rmQxbHiBI yAhbJIb5dxzI mKFx30KchtHnvwmOhg3PcbEE/eCCot KIZBoub5
gyAhSTxwRr1KXi+h8cBkohBW2uv3BY 7gMuB4 1 dwbesNBEg8ulYbrTWawgPOgndd1wGY 5QpgBusgba
ApKn91JbPYB+sGUQzyQfURTH+9+uHLUz3g4v3dEZ JMRpkNE7geRk XRv18cRO0XpFz6pAQAgQBEL dZ
1z4062TRcDzBI3Ls0XAJhMc rAdctHglYoF zwgGH=zC3bgsz03Zm026yeHm1GSKOZ5Q1 7p68XuUGT 72
92SyvHdt 4XRCOBv f4X+(Q3t 1JPOFUT 1DgOLRa%hz+ZnQ20x/noelUBEa39riM1PSZgUAPVCHW ] VZzDk
wdpvKBASbVECNMMjPUSTWXIGy6xFyYSH/ JIxulws450CRHgZrrXKS2nY5TH1owT 0z 4uPypZ j 4Ry
IN5SMZ3vAHizt vY94hTBNpOgoC7d4al 659uD5E j IKPB2T cBFBURGCOZs46nsU9S 1WCOTGY OvBAgECY
R1Z09GBaQLEBe+DrHTAVdkdizuZ28CFs@7TChSSw=zmY / x0ud1loJ2URUmori6/C109kMT49BMVdYRI
rUrLxLBfvcgzwOcoxF2TsopKEnt eObYGVWT TgW2gbbSIV7UbFb+MfgY THCOMMDeFz1ER4ATnoQ8C
aH7BVfeGuZmDxDa37wzcplTOCcnaT/bnppLzRH10G/81bDokbyAn3XNulOWwm?7g2gBL r3RiFWDUSE
aESOW76PeBGxFTusXDE/ QLY IWTKSoTutUWojKQaSkt6i+onktLQiaB1XNGPrpr2gGTbMEgi4/1zH
E870az+gr44f09ug2zpP5Ph2VZKMWY I x1i fzdMubaVQLVIIDxbhKESWumnTEAJPAU/ CyB7KLcTG1W
GGk /LZJIbrPCFDOjKX2jBauwSVIou9ZAdgk jWmQ jPHFmalOdxMik F50LaNTt Aj 7KnpBI G4 xEWUj 34k
601y5QyCS1zOudSUICL1shIGAEZiP13PvFvih/FL2WMUVYMEtY 1iTWII+p7QDpt VFLOT XwzudBnQEr
tiF43mEP jkoQYYAexxj 3unAoHBHSpcueCNLj 7pxwsj4sY QI 3NryQNxQwgt Ut WHr TAHUOwW jULSLbNn
c3rtiTGCNF2SRBUUXBROe2zKowllUjaM/KNnY Q7 TvdAFK / +m87Xvhb4dXcH+m6QREDNPS/ glbIpuldyY
PVOOROTRRAAAAAAAAAAAAAA=

[ Wrote 516 lines ]
§ Get Help WriteOut Read File B Prev Page

@ Cut Text

g Exit e Justify fl Where Is il Next Page ¥ UnCut Text

Saving the text file

openssl pkcs12 -in brooks.richardATsecuremail.pfx > brooks.richardATsecuremail.pem
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User key ise uploaded and converted to the proper format for decrypting email with OpenSSL.

openssl smime -decrypt -in gplmail.txt -inkey brooks.richardATsecuremail.pem
Email is decrypted using openssl. This format is 64 bit mime encoding that is not encrypted.

Capture of the decryption process and the decrypted mail
mail2:~/smime# Is
brooks.richardATsecuremail.pfx gplmail.txt
mail2:~/smime# openssl pkcs12 -in brooks.richardATsecuremail.pfx >
brooks.richardATsecuremail.pem
Enter Import Password:
MAC verified OK
Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:
mail2:~/smime# Is
brooks.richardATsecuremail.pem brooks.richardATsecuremail.pfx gplmail.txt
Enter Import Password:
MAC verified OK
Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:
mail2:~/smime# Is
brooks.richardATsecuremail.pem brooks.richardATsecuremail.pfx gplmail.txt
mail2:~/smime# openssl smime -decrypt -in gplmail.txt -inkey
brooks.richardATsecuremail.pem >> gplmaildecrypted.txt
Enter pass phrase for brooks.richardATsecuremail.pem:
mail2:~/smime# Is -
total 84
-rw-r--r-- 1 root root 6881 Jun 21 00:19 brooks.richardATsecuremail.pem
-rw-r--r-- 1 root root 5281 Jun 20 17:43 brooks.richardATsecuremail.pfx
-rw-r--r-- 1 root root 27183 Jun 21 00:20 gplmaildecrypted.txt
-rw-r--r-- 1 root mail 39020 Jun 21 00:01 gplmail.txt
mail2:~/smime# cat gplmaildecrypted.txt
Subject: Urgent: CCR Attached
Content-Type: multipart/signed; protocol="application/pkcs7-signature"; micalg=sha1;
boundary="----=_Part_1174_12039370.1308622124861"

------ = Part_1174_12039370.1308622124861
Subject: Urgent: CCR Attached
Content-type: multipart/mixed; boundary=123456899999

--123456899999
Content-Type: text/plain; charset=1S0-8859-1; format=flowed
Content-Transfer-Encoding: 7bit

This is a Continuity of Care Record.
This email is private. Thank you

--123456899999

Content-Type: text/xml; name=ccr.xml
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=ccr.xml

PD94bWwgdmVyc2Ivbj0iMS4wliBIbmNvZGluZz0iVVRGL
TgiPz48P3htbC1zdHIsZXNoZWV0IHR5cGU9InRIeHQveH
NsliBocmVmPSJjY3lueHNslj8+PENvbnRpbnVpdHIPZKN
hcmVSZWNvemQgeG1sbnM9InVybjphc3RILW9yZzpDQ1li
PjxDQ1JEb2N1bWVudEQiamV|dEIEPmMI2YjkzMmNILWYzO
DINGMyYi1hY2NILTJkZDASMTdIMDYzNTwvQONSRG9jdwW
1IbnRPYmplY3RJRD48TGFuz3VhzZ2U+PFRIeHQ+RW5nbGl
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zaDwvVGV4dD48L0xhbmd1YWdIPjxWZXJzaW9uPIYxLjA8
L1ZlcnNpb24+PERhdGVUaW1IPjxFeGFjdERhdGVUaW1IP
JIWMTEtMDYtMjBUMjI6MDc6MDUtMDQ6MDASLOV4AYWNORG
FOZVRpbWU+PCOEYXRIVGItZT48UGF0aWVudD48QWNOb3J

/[SNIP

Now show that the text above is meerly base64 encoded, clip out that section
and put it in a text file and decode that.

nano ccr.xml.base64
base64 -d ccr.xml.base64

mail2:~/smime# nano ccr.xml

mail2:~/smime# base64 -d ccr.xml.base64

<?xml version="1.0" encoding="UTF-8"?><?xml-stylesheet type="text/xsl"
href="ccr.xs|"?><ContinuityOfCareRecord xmIns="urn:astm-
org:CCR"><CCRDocumentObjectID>b6b932ce-f382-4c2b-acce-
2dd0917b0635</CCRDocumentObjectiD><Language><Text>English</Text></Lang
uage><Version>V1.0</Version><DateTime><ExactDate Time>2011-06-
20T22:07:05-
04:00</ExactDateTime></DateTime><Patient><ActorID>ACTORPATIENT _15</Act
orlD></Patient><From><ActorLink><ActorID>ACTORPROVIDER_77</ActorID></A
ctorLink><ActorLink><ActorID>ACTORSYSTEM_ 1</ActorID></ActorLink></From>
<To><ActorLink><ActorID>ACTORPATIENT _15</ActorID><ActorRole><Text>Patie
nt</Text></ActorRole></ActorLink></To><Purpose><Description><Text>CEND
PHR</Text></Description></Purpose><Body><Problems><Problem><CCRDataOb
jectiD>PROBLEM1</CCRDataObjectID><DateTime><ExactDateTime>2011-06-
07T00:00:00-
04:00</ExactDateTime></DateTime><Type><Text>Problem</Text></Type><Descri
ption><Text>Coronary Atherosclerosis of Native Coronary
Vessel</Text><Code><Value>414.01</Value><CodingSystem>ICD9CM</CodingSy
stem></Code></Description><Status><Text>Active/Chronic</Text></Status><Sour
ce><Actor><ActorID>ACTORPROVIDER _11</ActorID></Actor></Source></Proble
m><Problem><CCRDataObjectID>PROBLEM2</CCRDataObjectID><DateTime><
ExactDateTime>2011-06-07T00:00:00-
04:00</ExactDateTime></DateTime><Type><Text>Problem</Text></Type><Descri
ption><Text>PTCA OR CORONARY
ATHER</Text><Code><Value>00.66</Value><CodingSystem>ICD9CM</CodingSy
stem></Code></Description><Status><Text>Active</Text></Status><Source><Act
or><ActorID>ACTORPROVIDER _11</ActorID></Actor></Source></Problem><Pro
blem><CCRDataObjectID>PROBLEM3</CCRDataObjectID><DateTime><ExactDa
teTime>2011-06-20T00:00:00-
04:00</ExactDateTime></DateTime><Type><Text>Problem</Text></Type><Descri
ption><Text>0Ild Myocardial Infarction</Text>

//ISNIP

Now to display the ceritificates from the blob signature
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openssl pkcs7 -in signature.bin -inform DER -text -print_certs

~/smime# openssl| pkcs7 -in signature.bin -inform DER -text -print_certs
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
01:30:7b:12:67:¢c7:7f:04:08:b9:7a:7e:0e:eb:f0:9a
Signature Algorithm: sha1WithRSAEncryption
Issuer: CN=wvehr309.openforum.opensourcevista.net
Validity
Not Before: Jun 9 19:41:01 2011 GMT
Not After : Jun 8 19:41:01 2016 GMT
Subject: O=WorldVistA, CN=lilly.george@wvehr309.openforum.opensourcevista.net, SN=Lilly,
GN=George/emailAddress=lilly.george@wvehr309.openforum.opensourcevista.net
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)
Modulus (2048 bit):
00:bb:95:ee:28:8a:c7:6a:f1:df:cb:12:f8:1a:83:
€9:6d:18:fe:b7:€0:16:4b:c4:c7:f2:53:0a:34:02:
58:22:8¢:48:b8:c5:bb:4e:18:67:3f:06:08:d6:fa:
ba:40:f8:5f:bd:6f:83:28:b6:0a:16:bb:4d:5a:52:
35:9b:b7:32:d3:91:01:¢3:6c:de:6d:cb:c7:49:00:
98:cf:23:4e:2f:f7:2f:99:¢8:74:56:a5:4c:b5:d8:
63:76:01:0d:46:45:93:77:7¢:06:cc:bc:4c:a9:f2:
36:c9:eb:e2:46:f3:71:a4:93:9a:8¢:8e:04:53:71:
83:63:2f:ca:3b:c2:1:f3:94:4e:5a:20:06:ab:3d:
94:cf:f0:0:72:04:31:0c:68:f2:2d:49:fa:53:60:
0d:00:3a:3f:65:62:01:€0:4d:da:71:8a:d4:4a:a1:
6b:1c:af:d6:07:f2:5e:09:bf:72:2¢:0b:f6:c6:fa:
e1:44:1e:e4:4f:1¢c:62:¢3:85:bb:1¢:86:85:b6:c9:
93:67:€7:56:39:b6:1d:ab:b1:5e:3b:84:23:08:42:
55:28:9¢:57:98:€0:6d:00:41:3f:a3:¢8:19:3a:77:
1a:87:0f:4d:29:79:f0:67:89:46:08:10:c9:ab:71:
db:65:6e:a5:dc:85:67:42:fa:6a:df:61:a9:b9:ec:
ef:23
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
E-mail Protection, TLS Web Client Authentication
X509v3 Subject Alternative Name:
email:lilly.george@wvehr309.openforum.opensourcevista.net
X509v3 Subject Key Identifier:
4E:7F:2E:45:0D:0B:4C:49:CC:0D:62:D7:DE:A9:1F:30:CC:F8:9A:84
X509v3 Authority Key Identifier:
keyid:38:A4:60:18:35:CB:C1:BE:D5:BB:5F:7E:78:72:E0:32:60:5C:1F:7F
DirName:/CN=noot wvehr309.openforum.opensourcevista.net
serial:01:30:2E:E2:1C:6F:3D:44:77:71:BE:E0:B0:BD:13:67

Signature Algorithm: sha1WithRSAEncryption
00:35:af:5d:73:b4:4e:2d:ca:44:19:eb:d4:4f.0c:b2:7¢:62:
3e:3a:91:69:8e:d1:fa:f2:5f.d4:32:c1:ad:84:22:f1:¢9:b9:
80:a4:00:bf:17:46:d3:10:ac:1b:31:22:71:16:25:9c:ca:05:
8d:1c:fb:65:f0:ac:e7:6d:91:e3:ea:10:8f:f0:dd:97:9e:e2:
fb:da:61:b6:86:fe:de:7f:c0:bb:a9:83:f1:31:98:57:26:54:
a4:88:06:a2:8b:c7:4e:71:a5:ff:91:6d:07:1a:08:e6:¢5:c5:
1b:4¢:90:8f:64:8f:61:54:€6:7a:9b:66:39:0a:27:25:87:41:
2b:06:48:0a:d3:4¢:61:8d:9¢:a8:87:72:05:75:ac:3f:5¢c:b4:
e8:f9:1e:10:ae:80:ab:ac:98:fc:9a:ec:76:05:€9:3f:b1:2d:
76:20:27:e3:7e:2e:72:b2:¢c5:64:45:29:8f:b5:24:8f.7a:9c:
ed:8e:15:fc:37:20:34:91:8a:41:48:€6:d3:¢2:21:bb:25:bc:
cd:d8:7a:87:83:ea:d9:74:3b:0a:a3:ad:e4:98:1d:45:48:1b:
bd:f2:dc:03:6b:71:4d:ee:33:¢2:63:56:79:44:21:85:2f.{7:
2e:cb:86:83:5¢:c0:c4:78:cf.6f.fe:5e:fb:14:f3:2f.d8:96:
4b:63:d9:ff

MIIEdjCCA16gAWIBAgIQATB7EmfHfwQIluXp+DuvwmjANBgkghkiGOWOBAQUFADAX
MS8wLQYDVQQDDCZ3dmVocjMwOS5veGVuZm9ydWO0ub3BIbnNvdXJjZXZpc3RhLm5|
dDAeFWOXMTA2MDkxOTQxMDFaFwO0xNjA2MDgxOTQxMDFaMIG4MRMwEQYDVQQKDApX
b3JsZFZpc3RBMTwwOgYDVQQDDDNsaWxseS5nZW9yZ2VAd3ZlaHIzMDkub3BlbmZv
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cnVILm9OwZW5zb3VyY2V2aXNOY S5uZXQxDjAMBgNVBAQMBUxpbGx5MQ8wDQYDVQQq
//Snip

and to the display the binary content at the end
openssl asn1parse -in signature.bin -inform DER

mail2:~/smime# openss| asn1parse -in signature.bin -inform DER
0:d=0 hI=2 I=inf cons: SEQUENCE
2:d=1 hl=2 1= 9 prim: OBJECT ‘pkcs7-signedData
13:d=1 hI=2 I=inf cons: cont[ 0]
15:d=2 hl=2 |=inf cons: SEQUENCE

17:d=3 hl=2 1= 1 prim: INTEGER :01
20:d=3 hl=2|= 11 cons: SET

22:d=4 hlI=2 1= 9 cons: SEQUENCE

24:d=5 hl=2 1= 5 prim: OBJECT :sha1

31:d=5 hl=2|= 0 prim: NULL

33:d=3 hl=2 I=inf cons: SEQUENCE

35:d=4 hl=2I= 9 prim: OBJECT :pkcs7-data

46:d=4 hl=2 1= 0 prim: EOC

48:d=3 hI=2 I=inf cons: cont[ 0]

50:d=4 hl=41=1142 cons: SEQUENCE

54:d=5 hl=4 |= 862 cons: SEQUENCE

58:d=6 hl=2I= 3 cons:cont[0]

60:d=7 hl=2 1= 1 prim: INTEGER :02

63:d=6 hl=2 1= 16 prim: INTEGER :
01307B1267C77F0408B97A7EOEEBF09A

81:d=6 hl=2 1= 13 cons: SEQUENCE

83:d=7 hl=2I= 9 prim: OBJECT :sha1WithRSAEncryption

94:d=7 hl=2 1= 0 prim: NULL

96:d=6 hl=2 |= 49 cons: SEQUENCE

98:d=7 hl=2|= 47 cons: SET

100:d=8 hI=2 I= 45 cons: SEQUENCE

102:d=9 hl=2 = 3 prim: OBJECT :commonName

107:d=9 hl=2 |= 38 prim: UTF8STRING
:wvehr309.openforum.opensourcevista.net

[ISNIP

11
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[kd @ brooks.richard@securemail.opensourcevista.net - icedove MailiNews = B
File Edit View Go Message Tools Help g

4, GetMail v| | # wite [} adaress Book | IQ. 2

|- |broo| Get new memgeskallnpamou...l o
Smart Folders 4 b = = = N

~ Binbox (1) Icedove Mail - brooks.richard@securemail.opensourcevista.net

@/Pslienm@securema pensourcevista.net
@nancy@securemai\ opensourcevista.net "
[25)brooks richard@sec...ourcevista.net (1) Email
[EF| nanthracite@verizon.nat
[E5) nanthracite1 @gmail.com (3) [l Read messages
> ] Drafts (1)
= {illi Sent
B nanthracite@verizon.net
{8 nanthracite 1@gmail.com

|/  Write a new message

b B Trash
[£5] Outbox
|~ |Patient.A .net
| nancy@securemail.opensourcevista.net Accounts
[Inanthracite@verizon.net | $5 View settings for this account

' Inanthracitel @gmail.com e

b = Local Folders
(=  Create a new account

Advanced Features

Q Search messages

¢l Manage message filters

1=
Now the email is actually transmitted by hignlighting the properly setup account of Richard Brooks
and click on Get Mail.

H 0 Account Settings -0 X
= Patient.A@securemail.opens... || Server Settings
Server Settings
Copies & Folders Server Type:  POP Mail Server
Compaosition & Addressing = N ) i - P | ags H Dafault: 995
Junk Settings Server Name: Isecuremau.apensauroewsta. Port: +| Default:
Disk Space User Name: Ihraahs.richard
Return Receipts
Security Security Settings
= nancy@securemail.opensour...
Server Settings Connection security:  SSL/TLS [* |

Copies & Folders

[] Use secure authentication
Compaosition & Addressing

Junk Settings Server Settings
Disk Space
Check for new m s at start
Return Receipts Dl Witsuss Sho b
Security (] Check for new messages every I 3 minutes

< hrooks.richard@securemail.o... [
; = [] Automatically download new messages

Copies & Folders [] Feteh headers anly

Compaosition & Addressing [ Leave messages on server
Junk Settings

Disk Space |

Return Receipts

Security
* nanthracite@verizon.net ® Empty Trash an Exit Advanced... |
Server Setlings
Copies & Folders Local directory:
Comoosition & Addressina 7] I Jhome/nancy/icedove/wBalgnih.defaultMail/securemail opensourcevist  Browse... |
Account Actions i |

& cancel | Dok |

Note that the POP3 Server is being connected to with StartTLS
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kd o certificate Manager

Your Cerlificates [ People Servers Autharities O'a‘leé's_'l

You have certificates from these organizations that identify you:

nancy@securemail.opensourcevista.net

Backup All... Impaort...

Certificate Name | Security ... Serial N... Expires On B
=wyvehrd09.openforum.opensourcevista.net
nanthracite 1 @gmail.com Software Sec... 01:30:84:AD... 0610/2016
brooks.richard@securemail.opensourcevista.net Software Sec... 01:30:7B:BF... 06/08/2016
nanthracite@verizon.net Software Sec... 01307167 06/06/2016
Software Sec... 01:306FF7.... 0B/06/2016

Dok

Note that Certificates Are Present from the source for the
brooks.richard@securemail.opensourcevista.net account and Richard's certificates are

likewise present on the mail server.

[Ed o inbox - brooks.richard@securemail. opensourcevista.net - Icedove MailiNews

File Edit View Go Message Tools Help
() GetMail v | / wiite [ Address Book | )Tag~ @ &

[ Inbox - brooks.richard@... | [ 1Urgent: CCR Attache... 3 [ IUrgent: COR Attache... 38 [ | Urgent: COR Attache... 38 [ I Urgent: CCR Attache... 38 | ¥

Smart Folders

- @Inbux (1)
|@ PatientA@securema... pensourcevista.net
@ nancy@securemail.opensourcevista.net

B ®

E-'J brooks.richard@sec...ourcevista.net (1)
[§| nanthracite@verizon.net
5| nanthracite1@gmail.com (3)
b [Z] Drafts (1)
= (@ Sert
I nanthracite@verizon.net
{8 nanthracite1 @gmail.com

< Urgent: CCR Attached
Urgent: CCR Attached
& Urgent: CCR Attached @

BOKHARILSYED@WV.
¢ BOKHARLSYED@W... =
BOKHARLSYED@WV...
LILLY.GEORGE@WV... @

02:45 PM
01:09 PM

06/10/2011 1027 PM

P T Trash
] Outbox fror1 BOKHARLSYED@WVEF Qrﬁp"—-’l' @fﬂmafdl amh"’el Junkl Ede'm|
[=IPatient.A ; net <ubject Urgent: CCR Attached gy o2ssPM
=] y I v net ’ .
|~ |brooks.richard@secu...pensourcevista.net 2 .hma ks.richard@SECUREMAIL. OPENSOURCEVISTAN
[~ |nanthracite@verizon.net message-id " 1
|~ nanthracite1@gmail.com *-Account-Key accoums
b = Local Folders -UIDL 000000084di2a1cd
X-Mozilla-Status 0001 Ll]

This is a Continuity of Care Record.
This email is private. Thank you

We are testing the time. It is about 2 PM EDT.

[5) eerxml

==

Unread:1  Total:4

A

Email is received.

13
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2 Urgent: CCR Attached - Inbox - brooks.richard@securemail. opensourcevista.net - lcedove Mail/News

File Edit View Go Message Tools Help
(2 Getmail ¥ |/ wite () AddressBook | ) Tag¥ &
@Inhqx—brooks.ﬁchard@saouramailnp._. || Urgent: CCR Attached - Inbox - br... $§ [-]Urgent: CCR Attached - Inbox - ... 3§ ] b
frorm BOKHARI.SYED@WVEHR309.OPENFORUM OPENSOURCEVISTANET Q’EP"!J' @fﬂ"wardl Ef‘?hi‘-’ﬁl i“”kl ng'EtEJ
- ; S 02:45 PM
©| Urgent: CCR Attached |_._ ‘%
o brooks.richard@SECUREMAIL.OPENSOURCEVISTANET ./
other actions ™
This is a Continuity of Care Record. This contains your latest results and a summary of your record.
This email is private. Thank you
|- eerxml
1= 7

Note on the detailed view that the email is encrypted and signed signified by the padlock ahd
sealed envelope icon.

Jun 15 14:41:31 mail2 postfix/tlsmgr[23344]: delete smtpd session 1d=5AB2CS98AA369DED4AAZSBOCOSFCA33774B2B8F28F7016ED
B8090346CFOFL1CB5&s=smtp

Jun 15 14:45:25 mail2 postfix/smtpd[3347]: initlalizing the server-side TLS engine

Jun 15 14:45:25 mail2 postfix/smtpd[3347]1: connect from gtm[56.206.177.84]

Jun 15 14:45:25 mail2 postfix/smtpd[3347]1: setting up TLS connection from gtm[66.206.177.84]

Jun 15 14:45:25 mail2 postfix/smtpd[3347]: gtm[66.206.177.84]: TLS cipher list "ALL:!EXPORT:!LOW:+RC4: @STRENGTH"

Jun 15 14:45:25 mail2 postfix/smtpd[3347]: SSL_accept:beforesaccept initialization

Jun 15 14:45:25 mail2 postfix/smtpd[3347]: SSL_accept:SSLv3 read client hello B

Jun 15 14:45:25 mail2 postfix/smtpd[3347]: SSL_accept:SSLv3 write server hello A

Jun 15 14:45:25 mail2 postfix/smtpd[3347]: SSL_accept:SSLv3 write certificate A

Jun 15 14:45:25 mail2 postfix/smtpd[3347]: SSL_accept:SSLv3 write key exchange A

Jun 15 14:45:25 mail2 postfix/smtpd[3347]: SSL accept:SSLv3 write server done A

Jun 15 14:45:25 mail2 postfix/smtpd[3347]: SSL_accept:SSLv3 flush data

Jun 15 14:45:25 mail2 postfix/smtpd[3347]: SSL accept:SSLv3 read client key exchange A

Jun 15 14:45:25 mail2 postfix/smtpd[3347]: SSL_accept:SSLv3 read finished A

Jun 15 14:45:25 mail2 postfix/smtpd[3347]: SSL_accept:SSLv3 write session ticket A

Jun 15 14:45:25 mail2 postfix/smtpd[3347]: SSL_accept:SSLv3 write change cipher spec A

Jun 15 14:45:25 mail2 postfix/smtpd[3347]: SSL_accept:SSLv3 write finished A

Jun 15 14:45:25 mail2 postfix/smtpd[3347]: SSL_accept:SSLv3 flush data

Jun 15 14:45:25 mail2 postfix/smtpd[3347]: Anonymous TLS connection established from gtm[866.206.177.84]: TLSvl with ¢
ipher DHE-RSA-AES256-SHA (256/256 bits)

Jun 15 14:45:26 mail2 postfix/smtpd[3347]: 399C5101AD: client=gtm[66.206.177.84]

Jun 15 14:45:26 mail2 postfix/cleanup[3350]: 399C5101AD: message-1d=<869.3110615@WVEHR30S. OPENFORUM . OPENSOURCEVISTA. N
ET=>

Jun 15 14:45:26 mail2 postfix/qmgr[23337]: 399C5101AD: from=<BOKHARI . SYED@WVEHR309. OPENFORUM, OPENSOURCEVISTA. MNET=>, si
Ze=13627, nrcpt=1 (queue active)

Jun 15 14:45:26 mail2 postfix/smtp[3351]: 399C5101AD: to=<brooks.richard@SECUREMAIL.OPENSOURCEVISTA.NET=, relay=127.0
.0.1[127.0.0.1]1:10025, delay=0.63, delays=0.5/0.02/0.05/0.06, dsn=2.6.0, status=sent (250 2.6.0 Message received)

Jun 15 14:45:26 mail2 postfix/qmgr[23337]: 399C5101AD: removed

Jun 15 14:45:27 mail2 postfix/smtpd[3352]: connect from localhost[127.0.0.1]

Jun 15 14:45:27 mail2 postfix/smtpd[3352]: G6OCEA10LAD: client=gtm[66.206.177.84]

Jun 15 14:45:27 mail2 postfix/smtpd[3347]: disconnect from gtm[66.206.177.84]

Jun 15 14:45:27 mail2 postfix/cleanup[3350]: GOCEALO1AD: message-1d=<8959.3110615@WVEHR309. OPENFORLUM. OPENSOURCEVISTA. N

Jun 15 14:45:27 mail2 postfix/cleanup[3350]: 6OCEALO1AD: replace: header Content-Type: application/pkcs7-mime; name="
smime.p7m"; smime-type=enveloped-data from gtm[66.206.177.84]; from=<BOKHARI.SYED@WVEHR30S. OPENFORUM. OPENSOURCEVISTA.
NET> to=<brooks.richard@SECUREMAIL.OPENSOURCEVISTA.MET> proto=unknown: Content-Type: application/pkcs7-mime; smime-ty
pe=enveloped-data; name="smime.p7m"

Jun 15 14:45:28 mail2 postfix/qmgr(23337]: 6OCEA10LAD: from=<BOKHARI.SYED@WVEHR309. OPENFORLUM, OPENSOURCEVISTA. NET>, si
ze=27352, nrcpt=1 (queue active)

Jun 15 14:45:28 mail2 postfix/smtpd[3352]: disconnect from localhost[127.0.0.1]

Jun 15 14:45:28 mail2 postfix/locall3353]: 6OCEA10LAD: to=<brooks.richard@SECUREMAIL.OPENSOURCEVISTA.NET=, relay=loca
1. delay=1.4, delays=1.3/0.03/0/0.08, dsn=2.0.0, status=sent (delivered to mailbox)

Jun 15 14:45:28 mail2 postfix/qmgr[23337]: 6OCEA10LAD: removed

Jun 15 14:45:54 mail2 dovecot: pop3-login: Login: user=<brooks.richard>, method=PLAIN, rip=96.231.217.75, lip=66.206.

177.87, TLS |
Jun 15 14:45:55 mail2 dovecot: POP3(brooks.richard): Disconnected: Logged out top=0/0. retr=2/55096, del=2/2, size=55 [
060

mailz: svar/logz Il .

Log Is made of the delivery to the mailbox of the CCR and of the secure pickup of the mail ‘by
Richard Brooks.
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a Opening cc ==
You have chosen to open
[ ] ecraml
which is a: XML document
fram: mailbox/
What should lcedove do with this file?
iceweasel [» |

O Save File

[ Do this automatically for files like this from now on.

& cancel | ok |

Double Click on the ccr.xml attachment and click OK.

Continuity of Care Record - Iceweasel
File Edit View History Bookmarks Tools Help
& @ e @ I @lﬂley‘ﬂmpiocr-1 xml A

E 3 g Mozilla 32 (6] Continuity of Care Record x|+ -

Continuity of Care Record

Date Created: Wed Jun 15, 2011 at 11:58 AM UTC-05:00

i SYED BOKHARI PHYSICIAN
WaorldvistA EHRAVOE 1.0

To: RICHARD BROOKS (Patient)

Purpose: CEND PHR

Patient Demographics
Name Date of Birth Genderldentifi
RICHARD BROOKS  jan 01, 1956 MALE Home:

200 Raberts ST

BIXBY, OKLAHOMAT 4008

tion Numbers Address / Phone

Alerts

[Type Date Code Description Reaction Source
Allergy  Jun 07,2011 418634005 (SNOMED CT)  Patient has an ALLERGIC reaction to ENALAPRIL. RASH | ONE DOCTOR Physician

'| Problems
Type Date Code Description Status Source
Problem  guno7,2011 414.01 (ICDICM) Coronary Atherosclerosis of Native Coronary Vessel Active/Chronic ONE DOCTOR Physician
Problem jyn 07,2011 00.66 (ICDICM)  PTCA OR CORONARY ATHER Active OME DOCTOR Physician

4 Problem  gun 07,2011  410.00 ICDICM) | Acute myocardial infarction, of anterolateral wall, episode of care unspecified InactivefAcute  ONE DOCTOR Physician

Procedures

Description Location Substance Method Position Site Status Source
Procedure Date: Jun 07,2011 | 92882 (CPT-4) CORONARY ARTERY DILATION Completed ONE DOCTOR Physician
Medications
Status  Form Strength Quantity SIG Indications Instruction Refills Source
AMLODIPINE 5MG TAB Order Jun 07, ACTIVE TAB Give: SMG PO QD ONE_D_OCTOR
Date 201 Physician
CLOPIDOGREL TAB COrder Jun 07, ACTIVE TAB Give: 7T5MG PO QD OME DOCTOR
Date 2011 Bhysician
NITROGLYCERIN Order Jun 07, ACTIVE | TAB SUBLINGUAL Give: 0.4MG SL OME DOCTOR
TAB,SUBLINGUAL Date 2011 PRM Physician
Encounters
Location Status Practitioner Description Indications Source
CORONARY ARTERY DILATION | Jyn 07, 2011 CORONARY ARTERY DILATION OME DOCTOR Physician
Done Is::-nx |//‘

CCR is displayed for the patient.
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[ © source of: mailbox:/fhome/nancyl.icedove/w6al gnl h.default/Mail/securemail.opensourcer — 0O X
File Edit View Help

From - Wed Jun 15 14:53:03 2011

X-Account-Key: account5S

X-UIDL: 000000094df2alcd

X-Mozilla-Status: 0001

¥-Mozilla-Status2: 10000000

X-Mozilla-Keys:

Return-Path: <BOKHARI.SYED@NVEHR3DS. OPENFORUM. OPENSOURCEVISTA. NET=>

X-Original-To: brooks.richard@SECUREMAIL . OPENSOURCEVISTA, NET

Delivered-To: brooks.richard@SECUREMAIL ., OPENSOURCEVISTA.NET

Received: from mail2.openforum.opensourcevista.net (localhost [127.0.0.1])
by mail2,openforum,opensourcevista.net (Postfix) with ESMTP id GOCEALOLAD

for <brooks.richard@SECUREMAIL, OPENSOURCEVISTA,NET=; Wed, 15 Jun 2011 14:45:27 -03400

Received: from gtm ([56.2065.177.84])
by mailZ. openforum.opensourcevista.net with SMTP ID 233
for <brooks. richard@SECUREMAIL . OPENSOURCEVISTA, NET=;
Wed, 15 Jun 2011 14:45:26 -0400 (EDT)
Received: from WVEHR30S.OPENFORUM. OPENSCURCEVISTA.MET (gtm [66.206.177.84])
by mail2.openforum.opensourcevista.net (Postfix) with ESMTPS id 399CS5101AD

for <brooks.richard@SECUREMAIL . OPENSOURCEVISTA. NET=; Wed, 15 Jun 2011 14:45:25 -0400

Date: 15 Jun 2011 14:45:23 -0400 (EOT)

From: <BOKHARI . SYED@WVEHR309. OPENFORUM, OPENSOURCEVISTA . NET=

To: brooks.richard@SECUREMAIL . OPENSOURCEVISTA. NET

Message-ID: <969, 311051 5@WVEHR309. OPENFORLUM, OPENSOURCEVISTA, NET=

Subject: Urgent: CCR Attached

MIME-Version: 1.0

Content-Type: application/pkcs7-mime; smime-type=enveloped-data; name="smime.p7m"
Content-Transfer-Encoding: baseg4

Content-Disposition: attachment; filename="smime.p7m"

Content-Description: S/MIME Encrypted Message

MIAGCSqGSIb3D0EHAGCAMIACAQAXggFhMIIBXOIBADBFMOEX Lz AtBgNVBAMMInd2ZWhy Mz ASLm S
ZWSmb3J1bS5veGVuc291emMldnlzd GEubmyEAh ABMHU /RIAwLO/ ] Z/C10b ImMARGCSqGSIb300ER
AQUABIIBAGAVEPo 4y rvJedbl30F] 169w+1T3fz5IE44B.Id MchpHLNNSqwInUSjdQry teUdgNuCy
gLR7pIXT3GEwre760glXLcckZIhgel+g0sTUwy 9tgB7C96rp 60 /hOTpWHXzMs h+y gbQKcgPnGhak
p¥4tx1xhg60nTGKH+TDdQ80s vx Gy tq2A4+sHHY19KCOPx Uk xvaidd7e /1 rMgPwrhubLpBrIETWAL
CBgmMACMBp+czehbV18cP7sIX /zgLHoS2hh roq4KEpPFNy aoubD2ec 3ToRO4PohSh2dAJBL 202y
whs /BHe+]F6,/61d0IPgeu8SSxTSIWAgW2d0,/KHASq2eBgROwg AY JKoZIhv cNAQcBMBOGCCqGSIh3
DOMHBAQSvUwed00spaCABIIDEESYGEAQESDACYS21 ShBCoqQMmyYMNYE7W | 2] NHWUcqD4Gmb g 7+ 20
SUzGXPxKzdG/OTYmNcRT6kesiFwp jtmCoNe33Te0dv Sl jwwnWWt TVACSWGQVb 4s18L /FreTBd /el
7 {RGS4ps3wqawBAshcy t1S60RwXT Gy JAgaY255Xan jhxb AWI T 4ZoGWZEMVT dNAERgYgT /SOE2K
KKEEdK1F1Ym&nmf3020uk jVs+z 07310 uSRSBrs+o3x1 J8AFdMx /QOrnEms84rh 73qu GO JHZz g
Dz 1UVMLGvPhCuBa+LnoXNEQgnnEH,/ecnHoqtUgniLOW3IwBSh S/ 2sFf qwwwqSk 22 88DAhhQVLSmh
75+]3uNPLhb jM2Z29k zURPSLN Gk LBCULGh JKmdMy zc tmb S/ thh THEXmOMGEphAwS Tz V jRPh Avos kg
1HEWYwWOLUMh 4k SFqaMsCoLPst8dee Ap jEFTAEF2tPgbghEqMFuzbEul0ach8h fcEUjMATDOVETY 3
P+R+H+bY % 85+dz SF+tg 7v /0y dQOTOh DBk SXrbwWrv gt raRaRTKQ ] TRk xWLGFHwn JUchhe VmwI 0Z5

SAwz OEVAGHORc1apn38HSGy ck ASKVL1R4,/31 bl SMcTRGLTL y 7kNBdBv 07Ee ZYKgNZahwl LGXKZTa
|

=l
*

7

Source from the top of the emails showing information about the times and encryption. Etc. This is
the same as it was when it was stored on the server in an encrypted format to be sent,
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